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FOREWORD
Robert Hauptman

T hings have changed dramatically since I first used the term information ethics (IE) 

thirty years ago and subsequently founded the Journal of Information Ethics. The con-

cept caught on slowly, first in library and information science and then in other disciplines. 

A few of us massaged and propagated it at conferences and workshops and in publications. 

And I scrupulously followed its development and evolution by monitoring journals and 

citation indices. Quite early, Martha Montague Smith decided to return to school to earn a 

second doctorate; she wrote the first dissertation on IE (at the University of North Carolina) 

and I served as the outside reader. One might say that eventually things exploded and IE 

could be found almost everywhere. A Google search for the precise term information ethics 

brings up 202,0000 hits and, amazingly, there are 620 YouTube videos available on the 

subject. This is all to the good, I think, because an ethical attitude to the production, dissem-

ination, storage, access, and retrieval of information and data is beneficial and necessary to 

a well-functioning information society; this is affirmed by crisis after crisis concerning false 

news, fake facts, social media privacy invasions, and everything else.

Scholars have written about IE at great length, but surprisingly there have been very 

few monographic treatments (and some books that include the phrase in their titles may 

not home in precisely on the topic). Even my own recent study will not appear until 2019. 

Therefore, it is a wonderful occasion to celebrate the publication of Foundations of Informa-

tion Ethics, which offers twelve chapters, some conceptual in nature (see Burgess, chapter 1) 

and others with a more practical emphasis (see Henderson, chapter 7) on privacy, cyberse-

curity, or human rights, for example, that are subsets of information ethics.

In chapter 1, John T. F. Burgess delineates guiding principles and concepts in a unique 

and enticing narrative framework, makes a case for argumentation, rightly insists that “in-

formation ethics may . . . provide normative, or morally guiding, principles,” and presents 

an extremely useful, concise contextual overview of four ethical systems: deontology, con-

sequentialism, character ethics, and contractual ethics. His chapter is an exemplary intro-

duction to the means by which information professionals and others can proceed ethically 

in trying informational times. Kathrine Andrews Henderson (chapter 7) discusses intellec-

tual property ethics, which is a difficult concept because property rights are based in law, 

and law and ethical commitment sometimes clash. It is difficult to strike a balance between 

different rights holders. She presciently notes that “The natural right of private property 

is one way of examining the ethics of the laws protecting the various types of intellectual 

property. However, another approach might also be applied—justice as fairness.” Amelia 

Gibson’s chapter 12 lays out an array of emerging issues so diverse and so pressing that one 

reels in fear: ethical problems with algorithmic bias, social media, marketing, fake news, 

open data, 3-D printing, AI, and health data ownership.

In other chapters, we learn that “increasingly, a central aspect of human rights is infor-

mation,” and that “it is more accurate to say that there is not a digital divide but many digital 

divides along economic, geographic, technical infrastructure, skills, gender, race, income, 

and other lines of separation.” (Big) data presents innumerable, sometimes insurmountable 
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ethical problems, but “at the same time, researchers in cybersecurity lack agreement upon 

common ethical principles and some remain unconvinced of the possibility of establishing 

a universal framework that can address the realm of cybersecurity at all.” Cognitive justice 

insists that “different forms of knowledge . . . [are] equal to other forms of knowledge . . . 

[and have] the right to exist,” and therefore “all forms of knowledge are valid and should 

co-exist in a dialogic relationship to each other.” And we learn many other things.

A similar structure in many of the chapters lends an additional layer of continuity. Sec-

tions present continuing issues and concerns, case studies, primary source materials, and 

further reading, and may supplement the lists of references.

The extreme diversity of these chapters offers the reader an opportunity to survey the 

entire IE field and come away with a replete understanding of where we stand and where 

we must go to avoid the pitfalls that currently stalk us, whether we reside in the US, West-

ern Europe, Russia, China, or Botswana. The global informational world is unbounded. We 

are all part of a single whole and should act with responsible ethical commitment to avoid 

censorious, disinformational, invasive, demagogic, or totalitarian control.
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PREFACE

I n January 2016, at the annual meeting of the Association for Library and Information 

Science Education, the Information Ethics Special Interest Group celebrated the tenth 

anniversary of the special interest group’s (SIG’s) formation. The occasion was marked by 

a session convened by the editors of this volume as an opportunity to reflect on the SIG’s 

2007 Position Statement on Information Ethics in LIS Education and to look forward to 

the next decade of SIG activities. Out of that meeting came a broad consensus among those 

who taught information ethics coursework that there was a need for a work to supplement 

existing professional ethics texts by articulating the intellectual underpinnings of the infor-

mation ethics discipline. This volume was conceived as a direct response to that consensus.

Beyond the information ethics education community, there is also a need for greater 

understanding of the ethical dimensions of information systems and technologies. News 

broadcasts, social network posts, and everyday conversation increasingly turn to questions 

that are relevant to information ethics researchers: Are healthy discourses possible online? 

What is expertise and which experts should we trust? How much privacy should we be ex-

pected to give up in exchange for access to services? What are the appropriate limits when 

protecting intellectual property? And so on. All too often, public discussions of these top-

ics come down to expressions of personal preferences or are subject to argument through 

identification. This is when, upon learning what position a group with whom one identi-

fies holds, one begins to uphold and defend that group’s position. Questions prompted by 

emerging information technologies, and the uses of those technologies, are often complex, 

nuanced, and difficult to resolve satisfactorily through reductive arguments, leaving the 

market to decide what is permissible instead of reasoned consensus. These chapters were 

selected to provide the terminology, frameworks, and principles needed to participate in 

these important conversations in deliberate and constructive ways.

The chapter authors have all previously contributed to the field of information ethics 

through research, teaching, and/or service. This collection of original chapters was written 

to address ethical precursors to or core concepts of information ethics. Although chapter 

presentations vary slightly, each is divided into a conceptual introduction that provides the 

reader with central ideas and key terminology, an intellectual history that discusses how the 

concept developed over time, an overview of major thinkers who have contributed to the 

concept, continuing issues that will be relevant to emerging research, and additional read-

ing lists for further study. When appropriate, one or more case studies are also included to 

illustrate and concretize principles documented in the chapter.

The chapters can be divided into a few clusters that center on different aspects of in-

formation ethics. The first cluster presents a general overview of information ethics as a 

concept including its history and relationship to human flourishing. The first chapter, by 

editor John T. F. Burgess, provides an overview of major Western ethical frameworks, and 

discusses their relevance to information ethics practitioners. Chapter 2, written by Paul 

T. Jaeger, Ursula Gorham, and Natalie Greene Taylor, is an examination of the concept 

of human rights and its distinctions from and relationships with the information ethics 

alastore.ala.org



/ PREFACEx x 

discipline. Chapter 3, again by John T. F. Burgess, is a review of the professional ethical pre-

cursors that provide lessons in applied ethics and suggest a need for an information ethics 

distinct from those precursors.

The next cluster of chapters cover specific topics in information ethics. Emily J. M. 

Knox summarizes the theme of information access in pre- and post-enlightenment modes 

in chapter 4. Chapter 5, written by Michael Zimmer, covers the principles and intellec-

tual history of privacy. The ethics of discourse is the subject of John M. Budd’s chapter 

6, including a discussion of conversational analysis ethics. Kathrine Andrews. Henderson 

contributes chapter 7 on intellectual property ethics, history, and law. Chapter 8, written 

by Peter Darch, covers data ethics and the emerging topic of big data and data activities. 

Chapter 9, by Jane Blanken-Webb, Imani Palmer, Roy H. Campbell, Nicholas C. Burbules, 

and Masooda Bashir, examines cybersecurity ethics, including a look at the influence of 

hacker culture.

Global and intercultural information ethics are discussed in the final cluster of chap-

ters. Chapter 10, written by Rachel Fischer and Erin Klazar, covers the topics of cognitive 

justice and intercultural communication ethics, including epistemicide and indigenous 

knowledge. Margaret Zimmerman’s chapter 11 on global digital citizenship takes the con-

cept of global citizenship and considers the implications of networked online communities.

The concluding chapter, written by Amelia Gibson, stands alone. It covers a wide range 

of emerging issues, from algorithmic bias and AI decision-making to 3-D printing and reg-

ulated items. 

Taken together, the chapters in this volume serve as a key to understanding the major 

topics of information ethics and as an invitation for the reader to participate in ongoing 

discussions as researchers, practitioners, students, and citizens.

John T. F. Burgess
Emily J. M. Knox
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C H A P T E R  1

Principles and  
Concepts in  

Information Ethics
John T. F. Burgess

I f, figuratively speaking, ethics is the story of what it means to be good and all the ways 

humans remain bad, then information ethics is the story of the good that can be accom-

plished with information, and all the ways it may be used to harm. It is a complex story, and 

as with any complex story, knowing the plot, themes, and characters can take what at first 

seems impenetrable and make it engaging. The story of information ethics plays out within 

individuals, among persons, in communities, and even between people and their creations, 

from social institutions to artificially intelligent machines. Each of us participate in telling 

this story with actions and with expectations. We turn to social networking sites to learn 

what happened while we were asleep, we share news articles that we may or may not have 

read, shop online for things we may or may not need, stream media we may not own even a 

digital copy of, and message loved ones or people we want to know better. These acts carry 

expectations about privacy and surveillance, intellectual freedom and social norms, and 

access to information and intellectual property. Such mundane actions have consequences 

in aggregate, and even those who reject creating an online presence are still affected by the 

social, political, and economic choices of those who do.

It is one of the underlying assumptions of this chapter that, rather than leave decisions 

about the beneficial and harmful applications of information systems to these kinds of ag-

gregate decisions, it is important to reflect on them in a reasoned way. This assumption 

should not seem out of place to information professionals who have long been invested in 

the idea that, properly used, information systems provide a transformative public good, 

which when misused can harm many. The following serves as an introduction to the key 

elements of the story of information ethics, such as concepts and frameworks information 

ethicists use to conduct their research that will make information ethics research more 

engaging. A subsequent chapter deals with the history of information ethics as a discipline. 

Between these two, the reader should have a foundation for engaging with the remaining 

chapters of this volume, and more broadly, with information ethics research.
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MORAL PHILOSOPHY

Although the terms morals and ethics are often used interchangeably even by moral phi-

losophers, looking at their etymology over time reveals a useful distinction. The origins 

of the words overlap, as the Latin word moralis means proper social behavior, and the 

Greek ēthikós means practicing moral character. However, in Middle French the words 

began to diverge: ethiques is used to refer to the classical works of moral philosophy and 

their characteristics, while in post-classical Latin the word mores retained the sense of 

customs. It is with this distinction in mind that one may use morals to mean held beliefs 

and ethics to mean a systematic treatment of a moral principle. As an example of this 

distinction, the limits of one’s moral duty (a held belief ) to keep a promise are defined 

by one’s preferred ethical framework (a systematic treatment) (Oxford English Dictionary 

Online: s.v. “ethics”; s.v. “moral”).  It is not a simple thing to determine what actions are 

moral. Philosophical research requires a skill set unlike those of other forms of research. 

Generally speaking, in much experimental research the strength of the research depends 

on the number of subjects, the control over the experimental environment, and validity 

and reliability in the design, as well as statistically significant results. In philosophical 

research methods the primary instrument for generating new understanding is rigor-

ous argumentation supported by logical analysis, models, examples, and thought experi-

ments, among other things. Arguments are not made for the sake of the art of argumen-

tation but are instead applied to achieve deeper, more nuanced understandings of the 

topic being argued. Experimentation has long since superseded argumentation as a way 

to know reliably how the natural world functions, yet one only has to look at the com-

ments section of a social media post to know that this has not stopped people from using 

argumentation to engage with complex problems. Philosophies of empiricism from David 

Hume’s An Enquiry into Human Understanding (Hume 1999) to Thomas Kuhn’s The Struc-

ture of Scientific Revolutions (Kuhn and Hacking 2012) have also made it clear that argu-

mentation is an integral part of interpreting experimental significance. Factual evidence 

alone is not enough to be sufficiently persuasive on issues of the physical world, much 

less on questions of what moral obligations we hold to one another. Learning to use argu-

mentation more effectively can be an exercise in digital citizenship, the capacity to act 

responsibly in an online environment (Mossberger, Tolbert, and McNeal 2007, 1). Engag-

ing with rigorous argumentation as a research method will reinforce the abilities to think 

critically about the substance of arguments, to discredit poor or bad faith arguments, to 

clarify and refine strong ones, and to increase the likelihood of good outcomes for projects 

implemented from them. For example, the Association of College and Research Libraries’ 

Framework for Information Literacy is the outcome of a vigorous argument on how infor-

mation literacy instruction should be performed (Beilin 2015).

Philosophy is a research method, but it is also a scholarly discipline that is divided 

into countless subdisciplines. Some of these are based on a desire to understand a concept 

better; these include metaphysics, the philosophical study of reality; epistemology, the philo-

sophical study of truth; and aesthetics, the philosophical study of beauty. Information ethics 

resides within the subdiscipline of moral philosophy. Moral philosophy is concerned with 

the philosophical study of the good. In other words, what makes conduct good or bad, right 

or wrong? The “what makes” portion of that definition is important, because moral philoso-

phers often focus their work on finding justified beliefs or principles that can be generalized 

enabling us make better, more moral decisions. Generations of moral philosophers have de-

veloped iterative arguments about what gives moral authority to principles, dividing moral 
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philosophy into a variety of explanatory frameworks, each with a genealogy of supporters. 

A later portion of this chapter is devoted to familiarizing the reader with the four most 

prominent kinds of moral authority conceived in these frameworks.

INFORMATION ETHICS

An effective way to define information ethics is to encircle it and gain a sense of the ter-

ritory it covers. If moral philosophy may be called a systematic exploration of the con-

cept of goodness, then information ethics is that exploration dedicated to the domain of 

information. This is comparable to the way bioethics explores goodness as confined to the 

domain of living things. Both life and information concern broad conceptual territories, 

and both require careful definition in order to clarify where those boundaries lie. There are 

many definitions of information, each with its own merits. For the current task, recognizing 

that many distinctions may be made in how information is defined is more important than 

unpacking the meanings of those definitions. The distinction process begins with Claude 

Shannon’s expression of information as signal fidelity rather than semantic, or meaningful, 

fidelity (Shannon 1948, 623). Marcia J. Bates effectively reviews the range of distinctions 

typologically as “Communicatory or semiotic, Activity-based (i.e., information as event), 

Propositional, Structural, Social, Multitype, and Deconstructionist” (Bates 2009, 2347–48). 

The philosophy of information (PI) is its own subdiscipline within philosophy, examining 

the metaphysical nature of information (Floridi 2002; 2011). Awareness of the breadth and 

complexity of the concept of information should encourage readers of information ethics 

to take the time to unpack how authors are using that concept, both in terms of which defi-

nitions they include and which they exclude.

The conceptual breadth of information is one of the boundary-setting challenges in 

establishing information ethics’ domain. Another challenge is that information ethics ad-

dresses moral issues that arise from the implementation of new information and communi-

cation technologies (ICTs), and innovation in ICTs can be broadly disruptive. For example, 

principles towards privacy worked out to address the social, political, and economic ram-

ifications of the manual printing press and the postal system are insufficient to deal with 

an environment where, once posted online, sensitive items may persist indefinitely, decen-

tralized outside of the direct control of any authority (Rosen 2011). By the time a principle 

has been established, innovation may require revision. This makes information ethics an 

applied ethics, one that is concerned less with timeless truths and more with unpacking 

implications and guiding implementations of information systems.

A final boundary-setting challenge is that globally networked information systems are 

not the territory of any one nation, religion, or culture, and therefore promote cosmopoli-

tanism, the belief that although we are all connected, differences between people are real, 

legitimate on their own terms, and should be respected (Beck and Sznaider 2006). Informa-

tion ethical solutions should reflect the fact that as a result of pluralism and generational 

shifts, there is not likely to be one set of answers to what constitutes morally permissible 

uses of information. For this reason, not only is the definition of information broad, but 

the range of ethical standards to consider must be equally broad in order to arrive at useful 

principles. Despite this, information ethics may still provide normative, or morally guiding, 

principles. These should be responsive to innovations and receptive to the importance of 

decentralizing philosophy to remain relevant and resistant to a rise in nativist or national-

istic thinking (Narayan and Harding 2000).
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With these three parameters in place, it is possible to see information ethics as an 

applied ethics, dedicated to negotiating the moral terrain between emerging information 

and communication technologies, the pervasive information systems supported by those 

technologies, and the deeply interconnected world that is dependent on the information 

provided by those systems.

INTELLECTUAL HISTORY

This intellectual history briefly summarizes four Western ethical frameworks: deontology, 

consequentialism, character ethics, and contractual ethics. It does so in a way that presents each 

framework as a moral lens, a way to interpret the world if a certain set of ethical principles 

are true. Such a lens is called a hermeneutic. Viewing a problem with a new hermeneutical 

lens may aid in creative analysis and facilitate discovery of fresh insights, so it is beneficial 

to have a range of hermeneutics available beyond one’s own personal moral preferences. 

Ethical frameworks are non-rivalrous in the sense that one does not owe personal allegiance 

to a system of ethics the way one might to a religious tradition or even a political movement. 

Nor should these frameworks be seen as a comprehensive list in any way. These four frame-

works are encountered widely in information ethics literature but represent only a fraction 

of global moral and wisdom traditions. Significant contributions to information ethics from 

African, Asian, and South American traditions are introduced in subsequent chapters, where 

they can be explored more fully. The decision to present European ethical traditions first 

should not be interpreted as evidence of their quality or sophistication relative to other tra-

ditions. Instead it is a legacy of colonialism that Western ideas have dominated the available 

ways to discuss the relationship among information, technology, and the needs of people. By 

necessity even these four traditions are given broad treatments. Suggested readings in this 

and subsequent chapters will provide guidance to primary source documents.

Deontology

Into early modern European history, living a good life meant being religiously pious. After 

the Protestant reformation, the question of which interpretation of piety was correct 

became a pressing concern and the answer often had more to do with political rather than 

moral authority. Enlightenment-era philosophers, inspired by the way that empiricism 

enabled understanding of nature, began to wonder if reasoned inquiry could also lead to 

understanding the moral order. One of the most influential attempts to create a rational 

foundation for ethics is deontology. The word deontology comes from the Greek and means 

the study of what is necessary, in the sense that something ought to be done rather than the 

sense of being required. This focus on necessary action results in deontology being known 

as the ethics of duty or of rules. The towering figure of the Enlightenment, German philoso-

pher Immanuel Kant (1724–1804) argued that these rules could be discovered in an a priori 

way, that is before or without experience, in the same way that we know mathematical or 

logical truths. A rule that is said to be universally true is known as a maxim. Moral rules 

that could be reduced to practical concerns, needs born of circumstance, were not maxims 

and could not be considered good in and of themselves. Maxims function in a similar way to 

religious commandments, setting the boundaries of moral acceptability.
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In this framework, a rule may be called moral if it can be applied universally: what is 

moral for a king is moral for a pauper, in every circumstance. Additionally, one must treat 

people as ends instead of means to achieve an end. Finally, for a rule to be moral, it must 

leave room for the agency of others, because rather than be obedient to rules, the person 

should be guided by a well-developed moral conscience or goodwill towards doing what is 

right. These standards form the basis of deontological moral authority, what Kant called 

the categorical imperative. Deontology then is a normative form of ethics, meaning that it 

seeks to define which actions are right and which are wrong. The identification of maxims, 

justified by the categorical imperative means that even those who do not develop a con-

science may be judged for carrying out wrong action. Observance of moral rules, such as “it 

is wrong to kill, steal, or lie,” then becomes the objective marker that one can use to evaluate 

the behavior of others.

Applying Deontology

To the modern mind, the idea of a reductive moral order that existed in a pure way outside 

of context may be difficult to accept. For Kant’s contemporaries, this justified a strongly 

held belief that moral values were absolute, and anything that was not absolute could not 

be moral. Even if this idea is based on assumptions we no longer hold, the legacy of Kantian 

ethics is still with us in the idea that ethics can be applied universally. It can be seen in the 

idea of universal human rights and other natural rights arguments (Freeman 2017, 27). It 

is also present in the form of professional codes of ethics. Even without using exclusively 

a priori proof of ethical principles, codes of ethics are presented in a way that is meant to 

create a universal standard for conduct (L’Etang 1992, 738). Information professionals who 

view privacy, access to information, and intellectual freedom as universal human rights 

and see it as their duty to protect them are operating in a deontological ethical framework. 

Refusing to treat their patrons as means instead of ends and respecting their agency and 

autonomy is also a legacy of deontological thinking. The objective and shared nature of rules 

make deontology well-suited to serve as the basis for professional codes of ethics. This is 

particularly true for those professions without the centralized authority to enforce ethical 

behavior because those who believe that their professional ethics are universal and promote 

dignity may be more likely to defend them than those who feel they are arbitrary or even 

situational.

Limitations of Deontology

At times, two or more maxims will conflict with each other, which calls into question the 

assumption of a moral order. An ethical dilemma occurs when multiple maxims ought to be 

applied universally but are contradictory. This is distinct from a moral crisis or quandary, 

when it is difficult to apply a single maxim in a satisfactory way. Reconciling a dilemma 

requires either proving that the rules involved do not actually contradict or introducing 

the possibility that some criteria beyond reason is necessary in making moral evaluations, 

establishing a need for other ethical frameworks. Few modern deontologists are Kantian 

absolutists, and modern forms of deontology add elements to make it possible to determine 

which rule is given priority in terms of value, importance, or some other standard, such as 

consistency (Marcus 1980, 135).
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A more difficult limitation to accommodate is the so-called moral disaster. If a maxim 

is universally moral then breaking it, even to avoid a disastrous outcome, must be consid-

ered immoral. One of the reasons to employ an ethical framework is to guide people to do 

the right thing, so it seems counterintuitive to call a decision moral if the outcome of that 

act leads to great suffering. This may make sense if there are theological consequences to 

acting immorally, but otherwise it seems to place the moral conscience of one person over 

the well-being of many others. Contemporary deontologists have proposed solutions for 

these limitations, such as Frances Kamm’s Principle of Permissible Harm (Kamm 2007, 5). 

In the context of this chapter, knowing potential resolutions is less important than knowing 

what spurred the development of additional ethical frameworks, and the presence of moral 

dilemmas, the immunity of morality from consequences, and the focus on individual mo-

rality did so for deontology.

Major Thinkers

Immanuel Kant (1724–1804). German founder of rules-based deontology and 

leading figure of the Enlightenment. One of the most influential ethicists 

and philosophers of the past four centuries.

John Locke (1632–1704). English philosopher and empiricist who articulated 

deontology from a rights-based approach, positing that a creator had 

fashioned natural laws from which human beings could not be alienated.

Thomas Nagel (1937– ). American philosopher of mind who laid out a 

distinction between what are now known as agent-relative and agent-neutral 

reasons. Something is considered agent-neutral if it would be good for 

all persons, substituting for the universality requirement. Something is 

agent-relative if circumstances might change our evaluation of an otherwise 

universally moral or immoral decision (Nagel 1978, 120). This addresses the 

moral disaster problem by recasting how reason is used to identify rules.

Frances Kamm. American applied ethicist, active in the twentieth and 

twenty-first centuries, who developed the Principle of Permissible Harm, 

a refinement of deontology. This is the argument that principles can 

be constructed from an aggregate of case-based judgments, creating a 

normative rule from experience rather than from an a priori judgment. 

This is done is a way that uses the substitution of persons in a conflict to 

minimize individual preferences (Kamm 2007, 4–5).

Consequentialism

The second ethical framework to consider is consequentialism, which in many ways should 

be seen as a response to the limitations of deontology raised above. A consequence is some-

thing that results from a deliberate action or choice. Consequentialism, then, is the ethical 

framework that bases the determination of what is moral on the consequences of choices. 

For example, it may or may not be immoral to tell a lie, depending on the outcomes of that 

alastore.ala.org



PRINCIPLES AND CONCEPTS IN INFORMATION E THICS / 7

lie. The moral weight does not reside in the act, but in the consequences of the act. There are 

many forms of consequentialism, but under act consequentialism, a core version, judgment 

occurs entirely after the fact, rather than before. In deontology the morality of a decision is 

known before the results of an action by applying moral maxims, but under act consequen-

tialism morality is known using evidential proof. It requires no a priori judgments, instead 

taking the circumstances of decisions into account.

What distinguishes consequentialism from casuistry, the ethical evaluation of cases by 

circumstance and precedent alone, is the existence of a consistent measure for evaluating 

acts. Originally the moral measure of an act was determined by its utility or capacity to do 

the greatest good for the greatest number. A measurable indicator of utility is hedonism or 

maximizing pleasure and minimizing pain. The value of hedonism is that it is a natural 

function of living beings, in some way harkening back to natural law as proof of its validi-

ty. It is also seen as an intrinsic good, or something that is good in and of itself. Those who 

promoted maximizing utility were known as utilitarians, including English social reformer 

Jeremy Bentham (1748–1832), English empiricist John Stuart Mill (1806–1873), and English 

moral philosopher Henry Sidgwick (1838–1900). Setting hedonism as the standard measure 

for utility was controversial from the beginning due to distaste for the idea of a life spent 

pursuing pleasures and resulting in discussions over whether quantity of pleasure was all 

that mattered, or if some measures of quality could be included. Over the decades many 

ideas for measures of intrinsic good have been introduced, including human welfare (Sen 

1979, 471) and expanding human capabilities (Nussbaum 2001). Some versions of conse-

quentialism feature multiple ideas for the good, which may come in one of multiple forms 

including lists of moral values or even sets of rules. The one idea that connects all forms 

of consequentialism is that regardless of how measures occur, evaluation of morality takes 

place after the act, not before.

Applying Consequentialism

Consequentialist arguments do not depend on belief in an underlying, metaphysical moral 

order. Nor is it necessary to determine a set of moral norms before actions can be taken 

with confidence. As long as one has a clear standard for measuring the outcomes of a deci-

sion, even if that standard is simply to minimize harm while maximizing the number of 

happy people, judging outcomes is possible. This gives consequentialism two attractive 

characteristics: assessability and flexibility. In an environment where change is a near-con-

stant, a framework of predetermined principles may be difficult to apply to unforeseen 

circumstances, for example, being able to respond to new technologies like facial detec-

tion software that have both desirable and troubling applications. A framework that can 

be objectively assessed can be evaluated without all parties having to share the same moral 

outlook on the world, which is useful in a pluralistic society. Consequentialist dilemmas 

involve choosing between multiple good or multiple bad outcomes, which are not paradox-

ical unlike deontological dilemmas. Likewise, moral catastrophes are also of no concern 

because the disastrous outcome would be the evidence that a decision was immoral.

Information professionals who use consequentialism may identify intrinsic goods 

against which to measure utility. This might be something akin to Melvil Dewey’s library 

faith, the belief that access to high-quality reading material is intrinsically good and will 

have positive effects on individual patrons and on society (Wiegand 1999, 4). Assumptions 

about what constitutes the best reading and the positive effects of reading are culturally bi-

ased and flawed, but the library faith is still echoed in established values such as intellectual 
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freedom and access to information as ideas that have utility and should be maximized. 

These ideas of the good would still be evaluated circumstantially. For example, even if intel-

lectual freedom is intrinsically desirable, allowing internet filters to be installed on public 

computers may be necessary in order to maintain access to US federal E-Rate funding (Dre-

sang 2006, 180). If loss of funding would result in massive service cutbacks or even closures, 

which would be the moral course of action? Consequentialist thinking would allow practi-

tioners the autonomy to apply professional values rationally in a given circumstance while 

maintaining a moral obligation seek the best outcome.

Limitations of Consequentialism

Consequentialism is susceptible to the argument that it is an ethics of calculation and rela-

tivism. Additionally, it is worthwhile to recognize that sometimes the means are important, 

not just the ends, because part of moral identity is aspirational. Then there is the problem 

of judging consequences. One cannot know consequences until after the act has already 

occurred, and because it is impossible to know all of the remote consequences, judgment 

is necessarily incomplete. In recognition of this, a consequentialist does not attempt to 

forecast all of the consequences of an action before making a decision. Instead, these deci-

sions are made using experience from the outcomes of prior decisions and using moral intu-

ition to choose what seems like the right thing to do. The first mitigates consequentialism’s 

advantage in novel situations, whereas moral intuition is inherently subjective, thus quali-

fying the benefits of objectivity.

Additional limitations arise from the idea of an intrinsic good because the idea of good-

ness is culturally and generationally dependent. For example, who decides if sensual plea-

sure is an intrinsic good or if refined, epicurean pleasure is better? What about the library 

faith? This is another mark against consequentialism’s objectivity. As mentioned above, 

there are many forms of consequentialism with titles such as actual consequentialism, total 

consequentialism, and universal consequentialism. One of the factors leading to the devel-

opment of new forms was the need to accommodate instances when an intrinsic good, or 

when measuring the good, turned out to be problematical. If the good and the standard for 

measuring it are both arbitrary, it becomes even harder to repel objections of relativism. A 

further limitation is that seeking to maximize a good may lead to difficulties in itself. Even 

if a good is intrinsic, there is no strong justification that it will still be good if maximized. 

The appropriately named “Transplant Problem” provides one example of why this may 

not be the best approach. The transplant problem is a thought experiment where a doctor 

chooses to save the lives of several patients by transplanting the vital organs of a healthy 

person into them (Thomson 1985, 1410). Maximization may require consequentialist ob-

servers to judge this act as moral even though most observers would consider it abhorrent. 

Consequentialists have developed approaches to compensate for this thought experiment, 

but ultimately neither deontology nor consequentialism are simple to adopt as a single lens 

since both means and consequences carry moral weight.

Major Thinkers

Jeremy Bentham (1748–1832). English early proponent of secular utilitarian 

thought. Social reformer. Published texts applying utilitarian principles to 

penal law and the principles of good governance.

alastore.ala.org



PRINCIPLES AND CONCEPTS IN INFORMATION E THICS / 9

John Stuart Mill (1806–1873). English philosopher and empiricist who expanded 

Bentham’s ideas of hedonism to include qualitative distinctions. Brought 

utilitarian thought to the economic, social, and political values of classical 

liberalism.

Bernard Williams (1929–2003). English moral philosopher who was one of the 

most influential critics of consequentialism. Introduced a critique on the 

basis of negative responsibilities, the principle that one might be responsible 

for what one does not do as well as what one does. He also raised the issue 

of the importance of agent integrity in the moral process and the damage 

caused in reducing moral decision-making to a calculation.

Peter Singer (1946–).  Australian moral philosopher who in his “Drowning 

Child” thought experiment explored the implications of negative 

responsibilities for society. If one has the moral responsibility to save a 

drowning child who is in front of us, might that not mean that through an 

expanding circle of responsibility we also are responsible for the welfare of 

all those who we could save?

Character Ethics

Character ethics is both older and newer than the first two ethical frameworks presented 

above. It is older because many of the ideas in this framework come from classical Greek 

philosophers such as Aristotle and Plato. However, it fell out of wide practice during the 

Enlightenment in favor of the search for an objective moral order, only to be revived in 

the mid-twentieth century by British analytic philosopher and ethicist Elizabeth Anscombe 

(1919–2001) and British virtue and meta-ethicist Philippa Foot (1920–2010), among others. 

The reintroduction provided a third way to think about moral philosophy, breaking the 

gridlock between deontologists and consequentialists that was prevalent at the time. Char-

acter is a set of stable but not immutable qualities, often related to a person’s moral faculties 

or disposition. In this framework, one considers what a person of good character would do 

in a given situation and seeks to emulate that person. This may seem arbitrary, but it recog-

nizes the social dimension of morality, particularly the influence of family and community 

(Blum 1998, 164). Certain values are held up as being laudable in one’s culture, and to be a 

trusted member of that culture requires the ability to act according to certain norms. There 

is no moral obligation to adopt them, but rejecting the values of one’s community may make 

life more difficult.

The traditional form of character ethics is virtue ethics. In virtue ethics one cultivates 

a good character by practicing the virtues while minimizing corresponding vices. The Greek 

word for virtue, arete, means excellence, so practicing virtue suggests pursuing excellence 

rather than seeking an intrinsic good. Many forms of character ethics identify flourishing as 

the indicator of a well-lived life, not moment to moment, but in totality. To flourish means 

to grow and thrive in the way that one might describe a healthy farm or a community as 

flourishing. The Greek word for flourishing is eudaimonia, and forms of character ethics 

that promote flourishing are called eudaimonic ethics. For character ethics it is not the duti-

ful person but the prudent person who is good. Prudence is a form of self-control guided by 

practical wisdom. The prudent person pursues the golden mean, or middle ground between 

alastore.ala.org



/ CHAPTER 110 

two moral extremes. For example, on a continuum between caution and bravery, an excess 

of caution may lead to the inability to act at a critical moment and an excess of bravery may 

lead to taking foolhardy risks. Building a habit of prudence is an essential part of developing 

good character. Virtue ethics is summarily to emulate those people one considers laudable 

and develop a prudent character by habituating the moral virtue, to better the odds of flour-

ishing over the course of a lifetime.

Applying Character Ethics

Character ethics shares characteristics with both deontology and consequentialism. In 

character ethics, the virtues provide a standard for ethical decision-making that is more 

comparable to the way rules work in deontology than to the function of intrinsic good of 

consequentialism. Both rules and virtues are explicitly meant to provide guidance during 

the decision-making process. Flourishing, on the other hand, provides an objective to max-

imize similar to the one provided by the intrinsic good in consequentialism. Practitioners 

of deontology and virtue ethics both seek to develop a stable, guiding disposition: moral 

conscience for deontology and prudent character for virtue and other character ethics. Like 

consequentialism, eudaimonic character ethics does take into account the moral conse-

quences of actions, in particular are they more or less likely to promote flourishing, but 

having a good character is the moral good, and flourishing is only the desired outcome, so 

although one cannot ensure flourishing, one can still seek to always be a person of good 

character.

The information professional employing a virtue ethics lens is likely to look to exem-

plars of virtue in the profession and emulate their approaches. Here, the profession as a 

whole may serve as the community, providing both virtuous exemplars and expectations 

to follow. In this way, there is a social element that is not emphasized in the previous two 

frameworks. This has implications for professional education because this places a premi-

um on modeling ethical behaviors as well as providing functional instruction. Beyond this, 

the idea of the golden mean can inform the performance of ethical duties. For example, 

seeing social responsibility and neutrality as two virtues to be balanced may lead to adopt-

ing prudential, rather than competing, strategies (Burgess 2016). Finally, the idea that con-

tinued flourishing should not be seen as a direct goal to pursue, but rather is a condition 

one invites through acting virtuously and prudentially, provides a further justification for 

placing those virtues ahead of other immediate concerns. For example, protecting privacy, 

providing access to information, and defending intellectual freedom, rather than being the 

moral goals themselves, may be virtues to pursue because doing so helps to define an essen-

tial professional character, and developing that character is what gives the profession the 

best chance to flourish (Burgess 2013).

Limitations of Character Ethics

There are potential limitations associated with a normative ethical framework that lacks 

specific moral principles. The distinction between moral rules and the virtues is that break-

ing a moral rule is a transgression. To transgress is to go beyond a set boundary, in other 

words, to do something unacceptable or, in this case, immoral. It is a wrong action, and 

doing a wrong action carries a negative moral judgment, including any accompanying sense 

of guilt or shame. Pursuing a vice instead of a virtue is not transgressive; instead, it is con-

sidered akratic, acting against one’s self-interests in an undisciplined way. It is a missed 
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opportunity to build character and invite flourishing. An approach such as virtue ethics 

that does not set hard behavioral boundaries frees the moral agent to think about the over-

all goal of becoming a person of good character.

This leaves virtue ethics open to charges of egoism, or excessive focus on the moral 

trajectory of the individual, instead of developing principles or ideas of the good that can 

be used by everyone. The ethics of care, a feminist approach to character ethics, emphasizes 

the importance of relationships rather than individual flourishing as a response to this lim-

itation (Held 2006, 19). The second and related limitation is that flourishing is a personal 

goal, and if no particular actions are purely transgressive, then one may be tempted to act 

in ways that an external observer might consider immoral in order to pursue one’s idea of 

flourishing. Although originally character was developed in a tightly knit community where 

that community could keep a person in line with social norms, modern society is more 

anonymous. A final limitation is that even if one lives a virtuous and habitually prudent life, 

flourishing is often a result of circumstances and is not guaranteed, leaving a strong discon-

nect between moral behavior and reward. The deontologist’s reward is a clear conscience, 

the utilitarian’s is the pursuit of pleasure, while the virtue ethicist’s may only be a life of 

disciplined moderation.

Major Thinkers

Aristotle (384–322 BCE). Greek philosopher whose work framed much of pre-

Enlightenment Western philosophy and established many of the concepts 

and domains of study that are core to Western philosophical inquiry.

G. E. M. Anscombe (1919–2001). British analytic philosopher and ethicist. 

Through her 1958 essay “Modern Moral Philosophy,” she spoke of the 

shortcomings of moral philosophy in the first half of the twentieth century 

and made the case for an ethical foundation that relies on something 

beyond appeals to morally normative assertions in ways that have more in 

common with religious obligations that Aristotle’s ideas of virtue.

Philippa Foot (1920–2010). British virtue and meta-ethicist who promoted 

virtue ethics as a normative alternative to consequentialism and 

deontology.

Rosalind Hursthouse (1943–). New Zealander moral philosopher who has 

popularized virtue ethics, as well as developed applied theories of virtue 

ethics, while giving special attention to issues of abortion and moral 

motivation.

Alasdair MacIntyre (1929–). Scottish moral philosopher whose influential 

1981 book After Virtue applied Aristotelian ethics to critique both the 

Enlightenment era conception of human nature and individualist ethics.

Robert Louden (1935–). American ethical theorist who illustrated that virtue 

ethics is an egoistic form of ethics, which is effective in outlining how 

individuals may develop moral qualities but is insufficient to resolve moral 

quandaries in society.
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Contractual Ethics

The final major Western ethical framework to be considered in this chapter begins with the 

idea that it is possible for members of a society to agree on a standard of moral behavior 

without having to derive the authority to do so from anything except mutual self-interest. 

In this framework, members of a society collectively agree on what is moral, which requires 

the belief that it is rational for people to agree that shared morals are beneficial. The value 

of this approach is particularly clear in pluralistic societies where many different cultures 

hold standards of right and wrong behavior. The political philosophical framework for this 

line of thinking is called the social contract. Classical social contract theory proceeds from 

the idea that legitimate rule relies on the consent of the governed, rather than divine right, 

to form a stable civil society. English political philosopher Thomas Hobbes (1588–1679) 

argued in his work Leviathan that consent should be given because the alternative is an 

anarchic war of all against all, which is even less tolerable than being ruled by a monarch. It 

can be considered rational to give up certain freedoms in exchange for protection of person 

and property.

The moral philosophical version of this idea is called contractual ethics, which consists 

of both contractarianism and contractualism. In contractarianism one’s theory of human 

nature is based on rational self-interest, as per Hobbes, and it is considered worth giving up 

certain freedoms in exchange for shared moral protections. In contractualism, one’s theo-

ry of human nature is based on the dignity of persons to accept a persuasive moral argu-

ment, as with American moral philosopher T. M. Scanlon (1940–) (1982, 128). One of the 

most prominent examples of something that is both a moral protection and a persuasive 

moral argument is the principle of justice as fairness, articulated as an overlapping con-

sensus of philosophical and religious positions by American moral philosopher John Rawls 

(1921–2002) (1985, 225–26). Versions of moral contract theory promoted by Enlightenment 

era thinkers like political philosopher Jean-Jacques Rousseau (1712–1778) focused on this 

idea of consent as a binding process where people are born free but exchange that freedom 

for services (Rousseau 2012, 157). However, modern contractual ethics focuses not on ways 

that people may bind themselves to one another, but instead on finding those principles 

that all parties would agree to uphold.

Applying Contractual Ethics

Under contractual ethics, reason aids in identifying upholdable principles, rather than 

finding rules a person must commit to and obey. The goal is to better understand ratio-

nal positions that could be agreed upon, rather than demonstrating actual agreement. As 

mentioned above, Thomas Hobbes’s contractarian argument that civil society is rational 

because it is in everyone’s interest to stave off a war of all against all is an example of ratio-

nal self-interest. This is a libertarian idea that acting in accord with one’s self interest is 

enough to deem a decision rational. Designing a moral contract where all pursued their 

self-interests might lead to a system being seen as moral as long as it preserved individual 

liberties and staved off a more undesirable condition. Compare this to the most influential 

example of a contractualist model, Rawls’s original position. In the original position, Rawls 

argues that if we were re-creating society and all knowledge of a person’s living conditions 

were hidden behind the veil of ignorance, then everyone would choose to create a state that 

would provide basic living needs for everyone rather than risk being impoverished and 
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powerless (Rawls 1999). In this way, most arguments from contractual forms of ethics rely 

on either making a reasoned argument that everyone would agree with or on showing that 

through self-interest alone one would choose to create a system of morality.

The information professional employing a contractarian lens is likely to look for how 

professional values could be justified by arguments of rational self-interest alone. Michael 

Harris’s account of the founding of the public library movement as an exercise of rational 

self-interest by cultural elites would be one example of a contractarian approach (Harris 

1972). An information professional using a contractualist lens might try to craft a reasoned 

model for professional practice to which everyone would be able to agree. For instance, it 

might be rational for everyone to agree to a principle protecting intellectual freedom be-

cause doing so creates a moral environment where we are free to explore ideas without fear 

of censure. A contractarian version of the same principle might be that in order to protect 

one’s own ability to speak freely, one would give up the right to censor other people’s ideas. 

In general, the benefit of employing a contractual ethics lens is that it removes the potential 

for hypocrisy from the contingent nature of ethical frameworks. It emphasizes how greatly 

ethical frameworks rely on agreement, and how it is possible to revise moral contracts col-

laboratively. This extends both to the services provided by information professionals and 

the social responsibilities for which they advocate.

Limitations of Contractual Ethics

In contractual ethics, there are no actual contracts involved, so nothing is binding, and 

nothing exists to assent to. These frameworks may be seen as a form of ethical thought 

experiment, designed to help those reflecting on why one would agree to the things one 

already has. Contractual ethics, like consequentialism, is not designed to help one make 

moral decisions in the moment. The arguments used to make a case tend to be hypothetical, 

often applying models removed not just from direct experience, like a thought experiment, 

but also from even the possibility of experience. Consider Rawls’s original position, which 

requires everyone to be ignorant of his or her own circumstances in order to reach agree-

ment. This is called the standard indictment: hypothetical contracts cannot lead to real, 

binding agreements (Stark 2000, 314). They are also prone to confirming that the things that 

one already believes to be moral are moral, making it difficult to challenge preconceptions. 

For example, if one is already persuaded that rational self-interest makes sense, then moral 

contracts based on self-interest will be judged valid. The same holds true for welfarist moral 

contracts.

Major Thinkers

Thomas Hobbes (1588–1679).  English political philosopher whose book 

Leviathan is the foundation of political social contract theory. In this 

theory, a strong civil society is needed to save human beings from dwelling 

in a combative state of nature.

Jean-Jacques Rousseau (1712–1778).  Genovese Swiss political philosopher who 

contributed to the idea of premoral natural rights and the relationship 

among those rights, social contracts, and human endeavors.
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John Rawls (1921–2002).  American moral philosopher best known for 

developing justice as fairness as a contractualist principle, securing a 

politically liberal argument for a welfarist position.

T. M. Scanlon (1940–). American moral philosopher who articulated the 

contractualist position and how it can be distinguished from the 

contractarian position.

David Gauthier (1932–). Canadian-American contractarian philosopher whose 

work rekindled interest in contractual ethics in the twentieth century. 

Promoted the idea of the initial bargaining position as an alternative to the 

Enlightenment era state of nature (Gauthier 1986, 130).

CONTINUING ISSUES AND CONCERNS

As will be evident in subsequent chapters in this volume, no single ethical framework will 

be sufficient to address the variety of issues raised in information ethics research and prac-

tice. This is because ethical frameworks are an abstraction from the world as lived experi-

ence, resigned to explain one or more facets of the story of what it means to be good. This 

insufficiency does not mean that coming to know more about these ethical frameworks is 

without merit. Each raises issues about how it is possible to label one act moral and another 

immoral, one beneficial and the other detrimental. By presenting these Western ethical 

frameworks in a non-rivalrous way, they may be used as required, overlapping to fulfill a 

given need. If assistance in decision-making is essential, understanding deontological tests 

of means or virtue ethics’ emphasis on prudence may provide guidance. When assump-

tions about the underlying morality of an aspect of society needs to be called into question, 

the language of moral contracts will be available. When concepts are presented as intrin-

sic goods, one should be as skeptical of them as consequentialists critiquing each other’s 

expressions of the good. Moral philosophy cannot provide absolute answers, but it can facil-

itate asking more sophisticated questions. Having these four hermeneutical lenses in place 

to interrogate ethical arguments will facilitate engaging both with the information ethics 

concepts presented in the remainder of this work and in wider practice.
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